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Abstract—Malicious applications target Multi-Processors
System-on-Chip (MPSoCs) to capture sensitive information or
disrupt normal operation; therefore, security is now a design
requirement for MPSoC design. Network-on-Chip (NoC) is a key
communication structure to aid in the overall MPSoC protection.
Firewall-based NoC protection allows data exchange monitoring
and controlling according to the MPSoC security policy. Secure
NoCs enable to detect and prevent a broad range of software-
based attacks. However, complex security policies may turn
firewalls costly. This paper proposes a protection technique based
on the NoC routing algorithm. By manipulating the routing
of packets, security zones can be built. Our routing algorithm
prioritizes communication among paths deemed secure while
guaranteeing deadlock freedom. We evaluate the scalability of
the proposed technique using synthetic and real application
scenarios, as well as the security of the proposed technique.
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I. INTRODUCTION

The next generation of Multi-Processors System-on-Chip
(MPSoCs) will integrate hundreds of Intellectual Property (IP)
modules, such as processors, memories and other application
specific components into a single chip. MPSoCs promise
to achieve high performance and flexibility [1]. The high
communication parallelism of several applications targeting
MPSoC architectures has turned the Network-on-Chip (NoC)
as the more suitable interconnection structure [2][3], providing
a reliable and scalable communication infrastructure [4].

Data is exchanged in the NoC as packets, which are trans-
mitted by a set of routers and links. The router is the under-
lying communication fabric of the system, switching packets
from its inputs ports to the output ports. The links perform
the interconnection between routers, and the routing algorithm
defines the selection of the output port of the router. The final
configuration of the NoC should satisfy the performance and
cost requirements of the system while preventing undesirable
behaviors, such as deadlocks. IPs are linked to the routers
through the Network Interface (NI), responsible for packing
and unpacking data sent or received through the NoC. Each
IP module has a unique address in the system used by other
IPs for message exchanging.

Since MPSoCs have become a trend in the industry as a
major design solution for the increasing demands of mobile
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platforms, such as the Internet of Things (IoT) [5], the concern
for security has also gained increasing relevance in MPSoC
design. Such devices may perform critical tasks, as well as
store and process sensitive and private information [6].

Attacks at MPSoC aim to extract sensitive data, modify
the system behavior or denial the system operation (Denial-
of-Service, DoS) [7]. Software attacks account for 80% of
security incidents in embedded systems, often preceded by
abnormal communication events [8]. Software attacking tech-
niques are getting more complex and effective. The resource
sharing in MPSoC is widely exploited; thus, the computa-
tion and communication of sensitive data must be isolated
[7]. However, to enhance the performance of the MPSoC,
the designer usually spreads the applications on the com-
putation resources, forcing the sensitive traffic through the
NoC. Aiming to protect the MPSoC, security services can be
implemented in the computation structure by using encryption
techniques to avoid plain data transmission among IP modules
[9]. Security may also be integrated into the communication
structure, employing firewalls to monitor the traffic, detect
abnormal communication behavior in the system and isolate
sensitive traffic [10].

Security zones at NoCs are used to wrap IPs and protect
the sensitive flows from attackers. Isolation of traffic avoids
that attackers capture data-dependent traffic characteristics of
critical tasks, thus revealing sensitive data [7]. Firewalls are
used in [8] to create security zones. However, complex security
policies may turn firewalls costly [11]. This work proposes
for the first time the utilization of NoC routing algorithm for
implementing security zones. Considering the security con-
figuration of applications mapped in the MPSoC, the routing
algorithm is able of establishing safe communication paths.
We show that the routing algorithm can be an efficient and
scalable alternative for promoting the data protection in the
NoC. The novelties of this work are:

o Implementation of a routing algorithm technique, based
on Region-based Routing algorithm (RBR) method [12],
which is aware of the security requirements of the system,
defined by security zones;

o The exploration of the proposed routing technique regard-
ing scalability and secure communication paths, consid-
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ering the Segment-based Routing (SBR) deadlock preven-
tion method [13].

This papers organization is as follows: Section II presents
related work on NoC-based MPSoC security. Section III
discusses the considered threat model. Section IV presents the
proposed secure routing mechanisms and algorithms. Section
V shows the evaluation criteria. Section VI analyzes the
results. Finally, Section VII concludes our work.

II. RELATED WORK

Previous works have shown that the integration of security
services at NoCs may aid in the overall MPSoC protection.
Firewall-based protection is the most common strategy to
implement NoC-based MPSoC security. Such hardware struc-
tures are integrated into the NI and NoC components to filter
data according to the security policy of the system. According
to the updating capabilities of the security tables that store the
policy, firewalls can be classified as static or dynamic. Static
firewalls are used in [6], while reconfigurable firewalls, able
to update the security policy, are used in [8][14][15].

In [6][14][15][16], firewalls are integrated at the initiator
and destination NIs. Those firewalls check different infor-
mation embedded into the packet. Source and privileges are
checked in [6][14][16]. Address ranges and read/write opera-
tion requested by IPs are checked in [15][16]. Firewalls can
be integrated into the NoC, as for instance, the work of [§]
that proposes 3D-ACeNoC, integrating firewalls at the NIs and
between consecutive routers. By restricting the NoC traffic,
the firewalls wrap IPs inside a security zone. Components
inside the same security zone are trusted and considered secure
among them. The concept of security zones is adopted in this
paper.

Communication scheduling for security is explored in the
three-dimensional NoC of [16]. The vertical interconnection
based on Through-Silicon-Vias (TSVs) greatly suffer from
coupling effects, turning this technology vulnerable to in-
tegrity and operational problems. Malicious traffic flows could
promote electro-migration effects that may alter packets in
adjacent TSVs. Thus, the packets are scheduled in the different
TSVs to avoid sensitive data interference.

Despite the good results regarding protection of the sensitive
content, none of the approaches mentioned above attempt to
deal with system protection at NoC routing level, which is
the approach of this work that applies routing strategies to
implement the security zones in the MPSoC.

III. THREAT MODEL

The MPSoCs considered in this work are composed of a set
of IPs interconnected by a shared NoC. Parallel applications
are split into smaller pieces of code, called tasks, and mapped
into different and several IPs to enhance system performance.
For sensitive applications, such strategy forces the commu-
nication of sensitive data through the NoC. The sensitive
communication between a pair of IPs, that execute the critical
application, is called sensitive path. Fig. 1 shows an MPSoC
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Fig. 1. A source process S communicates with a destination D over an
insecure path due to a DoS or Timing Attack from an attacker A to D.

that includes 9 IPs, highlighting a sensitive communication
between the IPs S (source) and D (destination).

The attacker performs a software attack infecting an IP
through a malicious code. We assume that the NoC is secure.
The malicious program is loaded into the MPSoC and executed
by an IP. It can be done by downloading malwares directly
from the Internet to the chip or by modifying the external
memory used by the MPSoC to store applications. Depending
on the attack type (extraction of sensitive data), it may be
desirable to retrieve data from the MPSoC, which requires that
the attacker infects an IP with the right to use the peripherals.
An infected IP A (attacker) is shown in Fig. 1.

To increase the efficiency of the attack it is desirable that the
infected IP be located inside the sensitive path. The attacker
must know the MPSoC mapping strategy and the NoC routing
algorithm. This latter requirement is not mandatory for some
attacks of Denial-of-Service, whose goal is to disrupt the
system operation by overloading the resources.

The attacks considered in this work are the timing and
DoS attacks, previously described by [7][17][18][10]. Timing
attacks use the communication collision between the sensitive
traffic and the attacker A request in order to reveal a secret.
Data dependences of critical applications are reflected in the
traffic pattern [18]. DoS attacks are performed by flooding the
NoC resources that are used by the sensitive path with useless
communications.

Both attacks exploit the collisions and interferences of
the sensitive traffic. Security zones arise as an alternative
for isolating sensitive traffic inside protected environments.
IPs that belong to the security zone are considered secure.
Selecting a path that avoids the router linked to the malicious
A core and the possible malicious paths aids to mitigate the
attack. In this paper, we propose a deadlock-free routing
algorithm that maximizes the encapsulation of the sensitive
path inside a security zone. Such strategy aids to decrease the
attacks.
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Fig. 2. The three communication scenarios with security zones: FIZ (IP1 to
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IV. SECURITY AWARE ROUTING

This work proposes SBR Security Zone Awareness (SBR-
SZA), an alternative segment computation heuristic that is
aware of the security characteristics of the system. The secure
routing approach is based on two concepts: (i) Security Zones;
and (ii) Routing Algorithm. These concepts and their utilization
are described in the following two Subsections.

A. Security Zones

A security zone SZ is a physical space (continuous or
disrupted) that wraps the IPs that execute critical applications.
IPs that belong to the security zone are considered trusted
among them [11]. The task mapping of critical applications
inside the MPSoC defines the shape of the security zone.

A set of IP cores (/P) that executes a critical application
defines a security zone SZ, such that the elements p;,p; € I P
are considered secure and trusted. A transaction from p; to
pj. where 4,5 € [0,N — 1) with N representing the total
amount of IP blocks in the system, is called sensitive and
must be performed inside SZ. However, typical NoC routing
algorithms may force the route of the sensitive path outside
the SZ. Three communication scenarios are shown in Fig. 2:

o Full intra-zone communication (FIZ): S and D are in
the same SZ. The sensitive path is completely inside the
SZ, e.g., the path from IP] to IP2;

o Partial intra-zone communication (PIZ): S and D are in
the same SZ. However, the sensitive path is partially
inside the SZ. PIZ takes place in disrupted security
zones and for irregular SZ shapes, when typical routing
algorithms force out the sensitive traffic, e.g., the path
from IP3 to IP4;

o Inter-zone communication (IZ): S and D are in different
SZ, e.g., the path from IP5 to IP6.

FIZ communication is the most secure situation, as sensi-
tive communications are contained in secure elements of the
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Fig. 3. Segments and turn restrictions computed by the SBR algorithm in a
4x4 2D Mesh NoC (based on [13]).

system. Whenever possible, traffic flows should adhere to this
model. PIZ occurs when the security zone is fragmented, or
the routing algorithm forbids a communication path, usually to
avoid a route that would lead to a routing deadlock. Lastly, IZ
should occur by communications among distinct applications
in the system.

B. Routing Algorithm

Searching for secure paths on MPSoCs demands greater
flexibility [11]. As shown in Fig. 2, establishing secure paths
inside the SZ requires in some cases non-minimal paths, e.g.,
the path from IP/ to IP2. It heavily depends on the shape of
the security zone.

Several routing algorithms have been studied before in
the areas of high performance and fault-tolerant MPSoCs.
Segment-based Routing (SBR) [13] and Region-based Routing
(RBR) [12] have been used in conjunction to efficiently find
non-minimal paths. SBR is responsible for deadlock prevention
while RBR computes the routing entries.

SBR is composed of two phases: (i) segment computation;
and (ii) placement of routing restrictions. At segment computa-
tion, SBR partitions the NoC into segments comprising routers
and links. As shown in Fig. 3, each segment is characterized by
a turn restriction that avoids routing deadlocks. SBR classifies
segments into three types: (i) starting, which starts and ends
at the same router forming a loop; (ii) regular, which starts
at a link, contains at least one router, and ends on another
link; and (iii) unitary, which contains a single link that does
not allow traffic. SBR aims to create segments that minimize
the number of elements per segment in order to reduce the
occurrence of unitary segments.

When placing routing restrictions, SBR defines that each
segment can contain a localized turn restriction that best
suits the routing of elements in that segment. Globally, SBR
guarantees deadlock freedom and connectivity among all el-
ements in the network; i.e., the turn restrictions still allow
communication among all source-destination pairs.

RBR takes the turn restrictions, computed by SBR, to find
paths between all origins and destinations in the NoC. As
a result, the routing entries for each router are generated.
The main advantage of RBR is that a single routing entry
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Fig. 4. Paths computed with RBR algorithm to a destination d from two
different source switches (based on [12]).

can represent a path to more than one destination, which can
reduce the size of routing tables significantly.

RBR computation occurs in three steps. The first step
is the routing computation from each NoC router to every
other router. The path-selection is performed according to the
designer goals and system requirements. The found paths are
stored in the routing table of the router. They are represented
as a 3-tuple (N, d, S), where N is the packet input port, d the
destination address, and S is the output port.

The second step is the region computation, where multiple
entries are joined based on the input and output port values.
Fig. 4 shows the paths computed by RBR algorithm to a
destination d from two different source routers. The entries
(N,d,S), (W,d,S) and (I,d,S) of router M, that have the
same set of output ports for the same destination, can be
grouped. As a result, a single routing entry ({N,W,1},d,S)
is stored. Analogously, the 3-tuples with the E output port
can be packet into ({ N, W, I},d, E). Further packing can be
done within the grouping results, leading to a single entry
({N,W,I},d,{S, E}). This result represents an adaptive rout-
ing, as more than one output port exists to reach the same
destination.

The third step, region merge, merges overlapping regions in
order to reduce the amount of routing entries.

RBR defines regions in the NoC by grouping entries based
on their destination. A single entry can represent routing
entries that have the same set of input and output ports to
distinct destinations.

Regarding the computational cost of SBR, the segment com-
putation has a cost of O(m), while placing routing restrictions
has a cost of O(s), where m is the number of links in the
NoC and s the number of segments. Moreover, for RBR, the
cost of checking all sources to every possible destination is
O(n?), where n represents the amount of routers in the NoC.
It becomes important to use an efficient pathfinding algorithm
to alleviate these costs, such as Dijkstra’s shortest path or A*.

C. Security Zone Awareness (SBR-SZA)

SBR capabilities can be used to compute the segments and
turn restrictions based on the security zones of the MPSoC.
Fig. 5 shows two cases of segment computation for the same
six routers of the MPSoC. Depending on the NoC segments
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Fig. 5. Two SBR segment computations: a) the path among S and D goes
through an insecure element due to a routing restriction; b) a set of restrictions
in the segments enables a secure path between S and D.
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Fig. 6. Segmentation example with SBR-SZA. While PIZ scenarios do not
occur, the segmentation results in unitary segments.

computed by SBR, the communication path between S and D
can be either PIZ, as shown in Fig. 5a; or FIZ, as shown in
Fig. 5b.

SBR-SZA uses the SBR algorithm in order to compute
NoC routes that favor the occurrence of FIZ scenarios. The
segments are tailored to a security zone so that SBR-SZA
creates the smallest possible segments that contain elements
from the same security zone.

While SBR-SZA should favor the occurrence of FIZ scenar-
ios, a performance impact is a possibility since the segmenta-
tion can lead to a greater occurrence of unitary segments, as
Fig. 6 illustrates.

D. Modeling of Security Zones

We model the MPSoC as a graph. Vertexes correspond to
routers and their associated IPs, while edges to links between
routers. Each vertex belongs to a security zone, and each edge
has a positive weight that is relative to the pathfinding iteration.

When computing the path from a source router to a des-
tination, the weight of edges adjusts to favor paths to other
routers from the same security zone as the source. In Fig. 7,
there are three paths from S to D. The topmost path traverses
an insecure element in the context of S, so it has a higher edge
cost than edges that lead to a router of the same security zone
of S. The middle path traverses two secure routers, reaching
D. Meanwhile the bottommost path has a routing restriction
that forbids traffic from S to D.

Determining the edge cost is about the system requirements.
It could represent the cost to protect a package while traversing
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Fig. 7. Modeling of the paths from S to D. Traversing a different security
zone leads to a higher path cost.

to an insecure zone by a cryptographic module, or the cost of
passing a firewall. The spectrum of possibilities to determine
the edge cost is too wide and not a focus of study in this
paper. Meanwhile, it suffices to say that our model defines the
cost of traversing an insecure element in such a way that it is
always preferable to route inside a secure zone.

V. EVALUATION

In this work, we are mainly concerned with two aspects of
our proposed secure routing approach: (i) the scalability of the
RBR routing tables; and (ii) to minimize PIZ routing scenarios.
For these purposes, we compute some SBR segmentation
configurations by varying the initial router (seed) used for
segment computation. This approach results in different turn
restriction placement (shown in Fig. 5) along the NoC and
therefore different routing tables for each configuration and
FIZ/PIZ distributions.

We consider two synthetic scenarios and another based on
a real application benchmark mapped to an MPSoC. The first
synthetic scenario (Synthl) consists of a 6x4 NoC with four
security zones; the second synthetic scenario (Synth2) has a
10x6 NoC with ten security zones. Both scenarios only contain
continuous security zones, and aim to reproduce the situations
depicted in Fig. 2, Fig. 5 and Fig. 6.

The real application consists of the NASA Numerical Aero-
dynamic Simulation (NAS) Benchmark [19]; a 13x13 NoC
contains the mapping of five applications used by the NAS
benchmark using a Simulated Annealing mapping algorithm.
Each application contains 32 tasks, and we consider that each
task fully occupies an IP core in the system. Tasks from an
application characterize the security zones, totaling five zones
for the NAS scenario.

Additionally for the NAS scenario, we also estimate the
latency impact of using security zones with SBR and SBR-
SZA. Assuming that packets which are traversing an insecure
zone require encryption, we evaluate for the six block ciphers
techniques in [20] as the protection mechanism.

VI. RESULTS

Due to the modeling of security zones with non-minimal
distance routing paths, it is expected that additional RBR
routing entries are necessary to accommodate routes within
security zones. Fig. 8 illustrates the average distribution of

TABLE 1
SUMMARY OF OBTAINED RESULTS

Scenario

Algorithm NAS  Synthl Synth2
SBR 16.50% 9.42%  15.57%
Increase in Routing Entries per Router SBR-SZA 16.56% 4.52%  14.30%
SBR 1.01%  2.47% 2.42%
Coefficient of Variation in Routing Entries per SBR Seed gpp.c7zA  1.020%  537% 2.83%
SBR 230 0 0
Minimum PIZ Scenarios SBR-SZA 198 0 0
SBR 1821% 117.95% 89.95%
Coefficient of Variation in PIZ Scenarios per SBR Seed  gpRp.g7A  18.63% 115.14% 76.22%

routing entries per router in each scenario. Considering a Base-
NoC with no security zones, there is an average increase
of 16.50% and 16.56% of routing entries per router for the
NAS scenario with SBR and SBR-SZA, respectively. Scenarios
Synthl and Synth2 also incur in an overhead for the required
routing entries to accommodate security zones, as Table I
shows.

Regarding the PIZ and FIZ communication scenarios, Fig.
9 illustrates the distribution of PIZ communications for each
scenario per SBR seed. FIZ and PIZ scenarios are inversely
proportional. A configuration with zero PIZ scenarios means
all communication occurs as FIZ.

As Fig. 9 and Table I show, there is no ideal secure
configuration for the NAS scenario for any seed used in SBR;
however, SBR-SZA yields more secure communication paths
than SBR. Both Synthl and Synth2 can be configured in a way
that guarantees only FIZ routing with either SBR or SBR-SZA.

In both evaluations changing the seed used by SBR or SBR-
SZA yields different results, as expected. While the routing
tables present a small coefficient of variation when changing
the seed, the occurrence of PIZ and FIZ scenarios can vary
greatly due to the segmentation process. The proposed SBR-
SZA model can also result in smaller routing tables and
increase FIZ routing scenarios in some situations, although
its benefits depend on the shape of the security zones.

Considering the NAS scenario, Fig. 10 illustrates the vari-
ation in latency when compared to a NoC without security
zones. The choice of the encryption technique can have a
significant impact on the communication latency, with HIGHT
encryption having < 1.0% performance penalty, while AES-
128 can more than double the average communication latency.
As shown in Fig. 10, SBR-SZA also incurs in greater com-
munication latency than standard SBR, which is expected as
SBR-SZA can generate more Unitary segments, decreasing link
availability and creating longer communication paths.

VII. CONCLUSION

This work proposes a routing technique aware of security
requirements in the system. As information security and
availability become a new design requirement in MPSoCs, the
exploration of different system elements for security purposes,
such as the routing algorithm, presents alternative approaches
to aid in the overall MPSoC security.

The proposed technique is sufficient to address the identified
threat model with a small to moderate overhead in RBR routing
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tables. SBR-SZA can also benefit certain security scenarios
while providing configurations with routing contained to a
security zone, albeit at a slightly larger application perfor-
mance impact. Further studies regarding different applications
can also yield a broader understanding of the proposed model.
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